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Message Text 

SECRET 

PAGE 01 PANAMA 02791 242109Z 
ACTION SY-05 

INFO OCT-OI ARA-10 ISO-00 /016W 

043130 250249Z/63 

R 242025Z APR 78 
EM AMEMBASSY PANAMA 
TO SECSTATE WASHDC 6698 

SECRET PANAMA 2791 

FOR A/SY/OPS/T FROM OIC/RTC 

E.O. 11652: GDS 
TAGS: ASEC 

SUBJECT: DOCUMENT REPRODUCTION MACHINES 


REE: MEMO DATED JANUARY 18, 1978, SUBJECT: SECURITY 
HAZARDS OF OFFICE EQUIPMENT AND ATTACHED DCl REPORT 

1. AMEMBASSY PANAMA IS CONSIDERING PURCHASE OF '’3M 
SECRETARY 11" COPIER, SPECIAL ITEM 51-100 MODEL 360. 

2. THIS COPIER USES XEROX SYSTEM WITH SELENIUM DRUM 
ELECTROSTATIC PROCESS. 


3. PROPOSED USE IS FOR CLASSIFIED REPRODUCTION ON TWO 
MACHINES LOCATED IN CONTROLLED AREAS. TWO ADDITIONAL 
MACHINES WILL BE LOCATED IN UNCONTROLLED AREAS ACCESSIBLE 
TO LOCAL EMPLOYEES. INSTRUCTIONS WILL BE PREPARED EOR USERS 
OF THE LATTER TWO MACHINES DIRECTING THAT BLANK COPIES WILL 
BE MADE FOLLOWING ANY REPRODUCTIONS ON L.O.U. MATERIAL TO 
ASSURE NO LATENT IMAGING IS OCCURRING. USE OF THESE TWO 
MACHINES WILL BE RESTRICTED TO UNCLASSIFIED AND L.O.U. 
MATERIAL. 


4. SERVICE OE ALL MACHINES WILL BE BY NON-US EMPLOYEES 
OF ’'3-M’' PANAMA UNDER SURVELLANCE OF A CLEARED AND 

SECRET 

SECRET 

PAGE 02 PANAMA 02791 242109Z 

PROPERLY INSTRUCTED EMPLOYEE. 

5. ADVISE SOONEST IF THESE MACHINES AND PROCEDURES MEET 
REQUIREMENTS OF A/SY/OPS/T. 

JORDEN 
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